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Abstract— We present a method to include watermarks in
printed images. We spatially vary the GCR along the image in a
manner that is not perceptible, and we employ an estimation
method to detect such changes. The choice of GCR for a given
pixel (or region) comprises an additional information channel
that embeds a watermark or hidden information. For that, we
estimate the RGB values of each pixel and the CMYK values on
the paper by scanning the printed page. With that information,
we can estimate which GCR strategy was used in a given region
and retrieve the watermark message. We are only concerned
with robustly estimating the GCR strategy. Promising results
illustrate the method’s potential to watermark printed images.
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I. INTRODUCTION

OST existing digital watermarking methods do not
survive the printing process. In fact, most known
methods are designed for continuous-tone images and
are too fragile to be encoded into a printed page and yet
remain retrievable and invisible. Glyphs [1] and other low
frequency methods often introduce undesirable textures or
lower the image resolution. If one has full control of the
halftone, watermarks can sometimes be embedded into the
halftone design itself [2]-[5]. Other methods such as image
multiplexing [6] and Xerox Glossmarks ® [7] can also be
used. In general, automated watermark retrieval is difficult
and the watermarks are not always invisible.
The three fundamental subtractive primaries, cyan (C),
magenta (M), and yellow (Y), are typically used as colorants
in printing devices [8]-[11]. All hues can be reproduced with
these colorants, however, black colorant is usually also
employed for reasons such as extending the dark portion of
the color gamut, improving the rendering of neutrals, and
reproducing colors with less CMY colorant to save money and
to reduce pile height. Hence, a transformation is needed to
convert from the set of fundamental primaries CMY to the
larger set CMYK. The inclusion of the neutral colorant K
allows us to substitute in some amount of K for an equivalent
darkness neutral mixture of CMY. Thus, for a given color,
some K may be added and some CMY subtracted to produce
the same perceived color. This colorant substitution method is
known as Gray Component Replacement (GCR) [9]. The
addition of a fourth colorant K allows for redundancy. Ideally,
a given color can be created with either a combination of
CMY or with K plus two of those colorants, which is known
as a 100% GCR strategy. Lesser amounts of gray component
may be substituted creating the potential for multiple GCR
strategies.
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Fig. 1. Top half: diagram for inserting the watermark. Bottom half: diagram
for extracting the watermark..

II. THE PROPOSED SCHEME: DATA HIDING VIA
SPATIALLY VARYING GCR
Without loss of generality, assume we have a message
composed of N-ary symbols to embed and that we have at our
disposal N GCR schemes. The pixels are received in a color
space such as RGB. To enable printing, the pixel
representation is converted to a CMY space. As in
conventional GCR, the minimum value of the CMY colorant
set for a pixel is used to determine K via a GCR curve that
relates min(C, M, Y) to K. We have N curves to be chosen for
each pixel: GCR-1, or GCR-2, …, up to GCR-N. Hence, from
the same RGB data, two or more possible CMYK sets can be
generated, depending on the chosen GCR scheme. If the
printing path has been properly calibrated, printed CMYK for
each of the GCR curves should look the same, at least under
the illuminant for which the calibration was performed. Note
that under perfect circumstances, different GCRs produce
images that look nearly identical and that appearance is
presumably robust against small change of illuminants. The
encoder algorithm is depicted in the top half of Fig. 1. It
works as follows: (i) the input RGB pixels are converted to a
CMY color space; (ii) the image is divided into regions; (iii)
in each region, we embed one N-ary information symbol, by
associating each state of the N-ary symbol to one of the N
available GCR schemes; (iv) use the chosen GCR to convert
CMY to CMYK. Finally, the image is printed. The decoder
algorithm is depicted in the bottom half of Fig. 1 and can be
outlined as follows: (i) the image is scanned and aligned,
producing RGB values at each pixel location; (ii) the image is
divided into the same regions as in the encoder., (iii) for each
region we analyze the scanned RGB data and estimate the
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CMYK values, thus identifying the GCR used and recovering
the input N-ary symbol. By recovering each symbol, the
hidden message is retrieved.
This outline of the GCR encoding/decoding method gives
rise to several key questions. (a) How can we estimate CMYK
values from scanned RGB values? This is the biggest
challenge of the proposed watermarking scheme and is the
core of this paper. (b) How to vary the GCR and not cause
visible artifacts? Calibration is never perfect and there might
be visible differences for some colors, under typical
illuminants, when we switch from one GCR to another. We
suggest embedding using a diffuse pattern which still needs to
be studied. (c) What happens at regions with little or no GCR
(C=0 or M=0 or Y=0)? These regions can be either skipped,
or we absorb the error into the error correction (EC)
mechanisms. (d) What EC mechanism should be employed?
Any efficient correction can be used, including block,
convolutional, and turbo codes [12],[13]. (e) How can we
perfectly register the image? Registration is crucial to enable
reading embedded data at any moderate resolution. This is
another topic that needs to be explored in a future study.
III. GCR DETECTION
There are important practical obstacles for estimating the GCR
strategy, particularly because one has to retrieve the CMYK
values from scanned RGB data, which is an ill-posed problem.
Some information in addition to the color values is required.
We exploit the non-overlap property of rotated halftone
screens to provide the additional information.
Let the printer-side mapping be: RGB-CnMnYnKn , where
we have the choice of GCR strategies, hence, of CMYK
quadruples to pick for a given RGB triple. On the scanning
(decoding) side, a scan of the page would produce some
colorimetric R′G′B′ values. The estimation problem reduces to
estimating the value of n for a particular region. In other
words, to estimate which GCR was used in that region. If the
color correction process used by the printer and its printer
characterization are sufficiently accurate, we expect the
colorimetric RGB values of the printed page, as produced by a
low resolution scanner, to resemble the input RGB values, i.e.
RGB=R′G′B′. Therefore if we can estimate the actual CMYK
amounts put onto the paper we would have the RGB and
CMYK values from which to estimate the GCR strategy.
We derive estimates of the actual CMYK data from a highresolution scan, while the scanner RGB values are found from
a low resolution scan. The non-trivial part is to estimate K
from the scan. We use RGB values scanned at a resolution
higher than the print resolution in order to discern ink dots and
to estimate K. The process is illustrated in Fig. 2.
If we assume halftoning with rotated screens, it is likely that
all the four CMYK dots do not overlap completely. Actually,
the amount of overlap of CMY dots covers a small area
percentage at mid tones. Assume the printed image has perfect
dots and that the scanner can resolve the dots and their
overlaps. In this hypothetical case, the scanned RGB values
only assume a small number of combinations that depend on
the geometry of the dots against the scanner resolution. If each
of the scanned hi-resolution RGB values for a given pixel is

very low, then that pixel possesses a black color. A blackcolored pixel is indicative of a K dot. This K assumption is a
good approximation because for low values of RGB there
must be a K dot or the overlap of CMY dots. Since the overlap
area of CMY dots is small due to the rotated screens, it is
more likely the black pixel indicates the presence of a K dot.
Thus, we estimate the K signal by the following procedure.
The scanned RGB values are inverted to obtain CMY
estimates, then K is estimated as K=min(C, M, Y)=1−max(R,
G, B). Note that, except for when there is full CMY overlap or
a K dot, at least one of the RGB values will be near maximum
(paper) so that the estimate yields K. Let Kh be an estimate of
the K toner image derived from a high resolution scan. We
assume that information is embedded in the image at a lower
spatial resolution than the scanned image. Let S be a suitable
operator to reduce the image from the scanner resolution to
the watermark resolution, e.g. blur and subsample. Hence,
Kh = S(min(C, M, Y)) = S(1−max(R, G, B))

(1)

The formula for Kh resembles a formula for generating K in a
100% GCR strategy, nevertheless its use is quite distinct.
Different GCR strategies generate images that may look
different except under the illuminant for which the color
correction was derived. This is known as illuminant
metamerism [8]-[11]. This effect may be exacerbated by
metamerism between humans and typical scanners. That is,
different CMYK combinations may match for humans but not
for the scanner due to their different spectral sensitivity.
Whereas Kh exploited high resolution and halftone overlap
geometry to extract an amount of K toner, we can define Kl as
a low resolution measure of the darkness of a local area and
provides a measure of the capacity of that area to possess K
toner. In this case, the Kl values are related to the RGB values
in an average colorimetric way and purposely do not
comprehend microscopic halftone dot geometry. If we assume
there is only a high-resolution scanner, the Kl data can be
reduced (using S) so that
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Fig. 2. GCR estimation steps diagram.
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Kl = 1 − max(S(R ), S(G), S(B))

(2)

Note the important difference between (1) and (2). One can
derive the luminance value from the low-resolution scans as L
= 0.253 S(R ) + 0.684 S(G) + 0.063 S(B) and we now have
two other quantities to normalize the value of Kh against some
reference point so that we can estimate the GCR used (hence,
the embedded bit data) by analyzing the triplet {Kl , Kh , L }
somehow. Then, the GCR detection problem becomes similar
to the one in classical estimation theory [14]. The N-ary
symbol is transmitted over a noisy channel. Given the
reception of some Kh value, one needs to estimate which
symbol was actually used. It is known that for equiprobable
sources, the maximum likelihood estimation is the symbol that
maximizes
max P{K h − qi | K l , L} ,
(3)

training

i

where qi are the values of Kh one would produce in a noiseless
environment, i.e. the values obtained if there was perfect
estimation of Kh. In other words, if GCR=n, then η=Kh–qn is
the noise input the system. Note that in this simplified model
we have not incorporated noise from measuring either Kl and
L. For noise densities with a strictly decaying spectrum, one
wants to choose the closest qi to the given Kh. One can show
that for a given well-behaved noisy framework, the qi values
are well estimated by
β(n, Kl, L) = E(Kh | Kl, L, GCR=n)
so that we pick

Fig. 3. Scanned image reduced to 200dpi.

(4)

min{K h − β (i, K l , L)}.
i

(5)
Summarizing, the steps for detecting one out of N GCRs are:
in the training session, find one image or region that was
processed with each GCR. For each region or image compute
β(n, Kl, L)=E(Kh | Kl, L, GCR=n), i.e. the average value of Kh
for each (Kl,L) pair. In the on-line detection phase, select
β that is the closest to the received Kh.
Note that in the binary case, there are only two values to
compute, β(1, Kl , L) and β(2, Kl , L), so that the algorithm is
equivalent to setting up a threshold
τ(Kl , L) = [β(1, Kl , L) + β(2, Kl , L)] (1/2)

(6)

so that Kh is simply compared to a threshold τ(Kl, L). If
Kh>τ, then we pick GCR-1, else we pick GCR-0. It is very
simple and the array of thresholds for each Kl and L, typically
of size 256x256, can be setup beforehand. Hence, detection
can be made with one look-up and one comparison.
IV. EXPERIMENTAL RESULTS
We have not yet implemented a real data embedding system.
Future work will deal with registration and with diffuse
embedding patterns. We did not switch GCR on a pixel by
pixel basis but we set up whole images or large regions with
each of the GCRs and measured detection error rates in each
region. This gives a very good measure of the method’s
embedding potential, apart from any registration errors. In an
example, we processed several images using two different

Fig. 4. Detected information. Gray values indicate excluded areas where L
was out of bounds. Black and white pixels indicate whether GCR-1 or 2 was
used. Different GCR was applied to left and right side of each image. The two
training images were fully processed using one GCR, so that one of them
should be all white and the other all black.
Table I – BER for several images and for both GCRs as
references. Watermark resolution is 200 bpi.
Image
1
2
3
4
5
GCR-1 0.0300
0.2753
0.1546
0.0867
0.0321
GCR-2 0.3506
0.2384
0.3212
0.1562
0.3191
GCRs. The GCR strategies were devised using color
calibration tools tuned for a Xerox DocuColor 2060 printer
which uses a 600-ppi rotated line-screen. Printer calibration
was a bit off so the variation of GCR caused a very small but
sometimes noticeable change in appearance. The images were
I-387

printed at the DC2060 and scanned using a Scitex scanner at
true 2000 ppi. The images were reduced (S) using running
averaging filters and straight subsampling, until reaching a
factor of 10:1 in each direction, i.e. 200 ppi. This is the
watermark resolution and the whole image is shown in Fig. 3.
The left side of each image was processed using GCR-1 while
the right side was processed using GCR-2, except for the two
images that were used for training. One training image was
processed using GCR-1 in its entirety, while the other was
only processed using GCR-2. All images (including the
training images) were printed on the same page to simplify the
experiment, but this certainly was not necessary. The detected
image is shown in Fig. 4. Since data cannot be effectively
embedded in very light or dark areas because they have
mostly uniform ink coverage, we decided to exclude these
areas from processing. The bit error rates (BER) for these
example images are shown at Table I.
V. CHANNEL RATE AND DISTORTION CONSIDERATIONS
Viewing data embedding as a communications channel, our
problem is that we have not fully characterized the channel
yet. However, based on our tests we have not seen an average
BER of more than 30%. Please note that these tests were
carried for a low-resolution RGBK set at 200dpi. The channel
is not symmetric, nor stationary. We can homogenize the error
by logically scrambling the pixel locations before embedding,
and equalizing (biasing) the information, so that the channel
should appear as a binary symmetric channel (BSC), which is
well known. We can assume the error probability Pe to be
1/3. It is known that the equiprobable BSC capacity for Pe=1/3
is about 0.0817 bits/symbol [13]. At 200 ppi, there are 40000
pels/in2, hence the channel capacity would be 3268 bits/in2.
At 100 ppi, assuming the same error rate, the capacity drops to
817 bits/in2 or near 100 bytes/in2.
If we construct one of the simplest error correction
mechanism there is, the recursive use of block codes, e.g. the
(7,4) Hamming code [13], we can protect the channel until
any prescribed BER. At each step the embedding rate falls by
4/7, but BER drops by 0.627. The BER vs. bit rate curves for
both 100 ppi and 200 ppi watermarking RGBK data, assuming
the equiprobable BSC with Pe=1/3 are shown in Fig. 12.
Figure 12 is just an example. Other channel coding schemes
will greatly improve the curves in Fig. 12.

registration. In any case, the process has considerable
potential and the detection method appears to be robust
enough to warrant further research leading to practical
applications. More details and alternatives can be found in a
full version of this paper.
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The rate distortion analysis of the method assuming a BSC
with 1/3 error probability indicates that a reasonable amount
of bits can be embedded with a reasonable error probability. It
is surely sufficient to simply recognize a watermark (the one
bit embedding) or to carry small payloads. In fact, the method
has large bit rate and large BER, so that good EC capabilities
are essential.
Inspection of the results shows the potential of GCR
detection in watermarking. A working system is far from
being developed. There is much analysis and fine-tuning that
can be done. Future work is planned on (i) improving print
path calibrations; (ii) including error correcting capabilities,
(iii) optimizing embedding patterns; and (iv) reliable

Bit error rate

VI. CONCLUSIONS
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Fig. 5. Representative rate (payload) vs. distortion characteristics (BER)
assuming both 200 bpi and 100 bpi watermarking resolution, Pe=1/3, the
BSC, and channel coding via recursive application of Hamming block
coding.
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